Principles of ethical practice
Digital citizenship and digital footprint curation

14 principles of digital citizenship and footprint 

1. Acknowledge that digital identity is constructed
We recognise that every action online contributes to a version of ourselves that others interpret. We understand that identity construction is not neutral and is shaped by platform design, algorithms, and social norms.
2. Represent ourselves respectfully and reflectively 
We carefully consider how our posts, comments, and interactions contribute to our ongoing digital narrative, treating our digital presence as a publicly accessible portfolio of practice.
3. Remain aware of context collapse 
We understand that online audiences from diverse backgrounds can converge, and that content can be interpreted differently across contexts. We act with awareness that our digital footprints may be seen by multiple audiences simultaneously
4. Contribute purposefully
We post, comment, and share information with clear intention, recognising that online content may have long-term visibility and consequences
5. Commit to ethical practices 
We commit to verifying information before sharing, crediting original creators, and avoiding the spread of misinformation.
6. Engage responsibly in online communities
We communicate respectfully, participate constructively, and uphold high standards of online behaviour that reflect positively on ourselves and others.
7. Manage personal information carefully
We use privacy settings proactively, practise selective disclosure of personal information, and avoid sharing private and sensitive information unnecessarily
8. Respect others’ rights to privacy
We seek explicit consent before sharing another person’s images, content, or personal data.
9. Understand the nature of digital surveillance
We acknowledge that platforms collect data for commercial purposes. As a result, we will endeavour to make informed choices about how much information we are willing to share.
10. Maintain accurate and representative profiles
We ensure that our digital profiles remain truthful, up to date, and aligned with our values and professional identity.
11. Showcase meaningful contributions
We intentionally present examples of learning and practice that build a positive and purposeful online presence.
12. Build relationships based on respect and reciprocity.
We cultivate networks that reflect authenticity, professionalism, and mutual support.
13. Refrain from engaging in harmful behaviours
We do not condone trolling, harassment, gatekeeping, or any conduct that undermines others’ dignity or wellbeing.
14. Support the learning and wellbeing of others
We contribute positively to online communities by encouraging others, sharing resources, and promoting healthy digital interactions.
Notes for session leaders:
Critical awareness of digital identity
Digital identity is the traces we leave online as a result of our digital participation. It is a performed, negotiated, and constructed record of one’s presence online via one’s social interactions and activities. A digital identity that is rooted in ethical practice, therefore, requires:
a) an understanding that the construction of identity online is not neutral: it creates a version of ourselves regarding how we (re)present who we are and how others perceive us. This is further complicated by platform designs, their algorithms, and the social norms (rules) individuals associate with each platform.
b) Reflective self-(re)presentation: the perceptions we aim to create of ourselves online require understanding how our posts, comments, and interactions contribute to an ongoing digital narrative of ourselves as if it were a portfolio of practice others have access to by browsing or searching for our profiles and participation.
c) An awareness of context collapse: the understanding that different audiences may interpret content differently because of the contextual understanding they bring with themselves, and which will not necessarily meet their own expectations, norms, or interpretations. For example, platforms such as Instagram, TikTok, X, and Facebook bring different audiences (family, work colleagues, friends, etc.) into one space. As audiences merge into a single space, the risk of misunderstanding increases. Digital footprints are context sensitive, but audiences aren’t always so.  

Informed and intentional participation
Participation in online spaces is central to a digital footprint. 
a) Intentional contribution: posting, commenting, and sharing with awareness of long-term visibility and meaning is a key skill to develop
b) Principled sharing practices: avoiding the spread of misinformation; crediting sources and creators.
c) Responsible community engagement: engaging in respectful debate and adhering to high standards of communication and participation norms that cast one’s presence in a respectable light.
Privacy
Participation in digital spaces is never free, even if it appears to be. Close attention should be paid to:
a) managing personal data through privacy settings, considering selective disclosure, and retaining a certain level of privacy concerning sensitive information, even when others do not. 
b) seeking consent before sharing others’ personal information, images, or content.
c) understanding that platforms collect data from users, i.e., perform digital surveillance, for their own benefit and profit, as an exchange of free use. This allows users to decide how much they need or would like to share for someone’s benefit. 

Curating a purposeful presence  
Consciously curating our online presence as part of our identity and professional image is imperative in current times. This may mean adopting the following approaches:
· Proactive select your content: maintaining accurate, up-to-date digital profiles that provide a truthful representation of your character and activity.
· Archiving and organising personal information: periodically reviewing old content and removing anything that is misaligned with or no longer represents one’s values or goals.
· Showcasing learning, activities and contributions with the purpose of cultivating a meaningful presence.

Networking and relationship building
Digital engagement functions as an expression of social capital, shaping how an individual’s profile is perceived, potentially in favourable or unfavourable ways. It is therefore important to make a deliberate effort to:
· Build networks that convey mutual respect, reciprocity, and authenticity.
· Avoiding harmful behaviours (trolling, harassment, gatekeeping).
· Supporting others’ learning and wellbeing 
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